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Abstract of the contribution: This pCR is for a new key issue on core network enhancement to support NWDAF-assisted prediction, detection, prevention, and mitigation of network abnormal behaviours.
[bookmark: _Hlk513714389]1	Discussion
Based on the Rel-19 FS_AIML_CN (SP-231800) approved at the last SA#102 Plenary meeting, this paper proposes a new KI related to WT3.2.
	WT3: Study enhancements to support NWDAF-assisted policy control and address network abnormal behaviour
- WT3.2 – Study prediction, detection, prevention, and mitigation of network abnormal behaviours i.e. signalling storm with the assistance of NWDAF.



2. Proposal
It is proposed to adopt the following text in TR 23.700-84.

*** Start of 1st change (all new text) ***
[bookmark: _Toc22214903][bookmark: _Toc23254036]5	Key Issues
[bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc509905226][bookmark: _Toc510604403][bookmark: _Toc22214904][bookmark: _Toc23254037]5.X	Key Issue #X: NWDAF-assisted mechanisms to control network abnormal behaviours
[bookmark: _Toc22214905][bookmark: _Toc23254038]5.X.1	Description
Network abnormal behaviours are one of the critical issues to operators in that it may impose service degradation and even cause interruption of ongoing services in a severe condition by restricting UE’s accessibility to the network, etc. These abnormality can be induced due to various reasons in the network, e. g., increased signalling load, NF overload, NF malfunction, etc. and are hard to be detected in advance with limited knowledge of network status at an individual NF. AI/ML tools may assist to address this problem and make it possible to collect and analyse all required network data to provide analytics on the network status. Using the analytics, it will be crucial to predict and prevent network/5GC NF abnormal behaviours to maintain the service quality that is provided by 5GC. In addition, if an abnormal behaviour happens, the 5GC should be able to detect it and take proper actions to mitigate the problem quickly. It is therefore of high importance to investigate required functional enhancements and potential solutions to support predicting, detecting, preventing and mitigating network abnormal behaviours. 
This key issue will study the following aspects:   
· Whether and how the NWDAF and its analytics can assist to detect or predict network abnormal behaviours (i.e., signalling storm)
· Whether and what enhancements will be required for the 5GC to support prevention of network abnormal behaviours based on NWDAF predictions
· Whether and what enhancements will be required for the 5GC to mitigate network abnormal behaviours based on NWDAF analytics (e. g. identification of source of signalling storm, mitigation method, etc.)

NOTE 1: The study will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
*** End of 1st change ***
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